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1. Ilmanupyempble pe3yJbTaTbl 0OCBOEHHSI Y4e0OHOT0 Kypca

JInu"ocTHbIE!

TOTOBHOCTh M CIOCOOHOCTh K CaMOCTOSITEIbHOM, TBOPUYECKONH M OTBETCTBEHHOMU

NEATEIbHOCTH;

—  HaBBIKM COTPYAHHYECTBA CO CBEPCTHHKaMH, B3pOCIbIM B 00pa30BaTeIbHOM,
OOIIECTBEHHO MOJIE3HOM, Y4eOHO-UCCIE0BATENbCKOM, MPOEKTHOM M JAPYTUX BHUAAX
NEATEIbHOCTH;

—  TOTOBHOCTb M CIIOCOOHOCTH K OOpa30BaHMIO, B TOM YHCJIE CaMOOOpa30BaHUIO, Ha
MPOTSIKEHNUU BCEH KU3HU;

—  CO3HATEJIbHOE OTHOLIEHUE K HEMPEPHIBHOMY O0Pa30BAHUIO KaK YCIOBHIO YCHEIIHOM
npo(hecCHOHANIBHON U OOIIECTBEHHOM 1€ATEIbHOCTH;

—  DCTETUYECKOE OTHOILIECHHWE K MHpPY, BKIIOYas ICTETUKY HAyYHOTO U TEXHHUYECKOIO
TBOPYECTBA;

—  OCO3HaHHBIK BBIOOp Oyaymend mnpodeccun U BO3MOXKHOCTEM — peanu3aiuu
COOCTBEHHBIX  JKM3HEHHBIX IUIAHOB; OTHOIIEHHE K MpOQEecCHOHATLHON
JEATEIbHOCTH KaK BO3MOXHOCTH y4acTHsl B PEIICHWU JIMYHBIX, OOIECTBEHHBIX,
rOCYJIapCTBEHHBIX, OOIICHAITMOHAIBHBIX MPOOJIEM.

MeTanpeameTHble:

—  YMEHHE CaMOCTOSITEJIbHO OMPEAENATh LEIU JESITENIbHOCTH M COCTaBIISTH IIAHBI
JeATEIbHOCTH;

—  CAMOCTOSITENIBHO OCYIIECTBIIATh, KOHTPOJIUPOBATh U KOPPEKTUPOBATH ESTEIIBHOCTD;

- yMEHHE MNPOAYKTUBHO OOINATHCA M B3aUMOJEHCTBOBATH B IPOILIECCE COBMECTHOM
JEATEIbHOCTH;

—  BIAJCHUE HaBbIKAMU IMO3HABATEIBHOW, y4eOHO-UCCIIENOBATEIHCKON W TMPOECKTHOM
NEeSATEeIbHOCTH, CIOCOOHOCTh U TOTOBHOCTh K CAMOCTOSITEJIbHOMY MOMCKY METOOB
pELIECHUS IPAKTUYECKUX 3a/1a4;

—  TOTOBHOCTh M CIHOCOOHOCTH K CAMOCTOSATEIbHOW MH(OPMAIIMOHHO-TI03HABATEIHHON

JNEATENIbHOCTH, BKIIIOYAash YMEHHE OPUEHTHUPOBATHCS B PA3IUYHBIX HCTOYHHUKAX

uHOpMAIMU, KPUTHYECKH OIEHWBATh W HWHTEPIPETUPOBATH HH(POPMAIIUIO,

MMOJIy4acMy10 U3 pa3/IM9YHbIX HCTOYHHKOB,



—  YMEHHME UCIOJIb30BaTh CpEACTBA HWH(POPMAIMOHHBIX W KOMMYHUKAIIMOHHBIX
texHosoruit (nanee — WMKT) B pelieHun KOTHUTHMBHBIX, KOMMYHUKATUBHBIX U
OpraHW3alMOHHBIX 3a7ad C COOMIOACHUEM TPeOOBaHWA DSPrOHOMHUKH, TEXHHUKHU
0€30MacHOCTH, TUTUEHBI, PECYPCOCOEpEKEHN, TIPABOBBIX U STUYECKUX HOPM, HOPM
nH()OPMAITMOHHON O€30TTaCHOCTH;

—  yMeHwe wucnosib3zoBath cpeacrea MKT npu moctpoeHuu Ou3HEC MPOLIECCOB B
pa3uuHbIX cepax >KU3HEIEATCIBHOCTH B COOTBETCTBUM C OOIICH KOHIEMIUEH
Pa3BUTHUS TEXHOJIOTUM CBSI3H.

—  yYMEHHME HacTpauBaTh JOMalllHUE U O(QUCHBIE CETH CBSA3U, a TAKXKE OCO3HAHHO
UCIIOJIb30BaTh TEXHOJOTHUU CBSA3U, 3aJI0KEHHBIE B YCTPOMCTBA CBS3U, TAKUE KakK
cMapT(HOHBI, KOMITBIOTEPHI, MUKPOKOMIILIOTEPHI U YMHAs ObITOBas TEXHUKA.

—  YMEHHE BHEJPSATh MHHOBAIIMU HA OCHOBE KOHLEMIIMY UHTEPHETA BELIEH.

IIpeamerHsbie:

—  pa3BHUTHE JHMYHOCTU OOYYaIOIIMUXCSA CPEICTBAMM MPEAJIaraeMoro sl H3y4YeHHUs
y4eOHOro MpeaMeTa, Kypca: pa3BUTHE OOIIeH KyJbTYyphl OOYYarOIIUXCs, HUX
MHUPOBO33pPEHUSA, LIEHHOCTHO- CMBICJIOBBIX YCTAaHOBOK, PAa3BUTHE IO3HABATEIIbHBIX,
PEryJSATUBHBIX U KOMMYHHKATHUBHBIX CIIOCOOHOCTEM, TOTOBHOCTU M CIIOCOOHOCTH K
CaMOPAa3BUTHUIO U MPOPECCHOHATIBHOMY CaMOONPEIEICHHUIO;

—  OBJIaJICHHE CHUCTEMAaTHYECKUMU 3HAHUSIMHU U MPUOOPETEHHE OMbITa OCYIIECTBICHUS
1EJeCO00pa3HON U Pe3yNbTATUBHOMN IESITENbHOCTH;

—  pa3BUTHE JIOTUYECKOT'O MBINLICHUS; YMEHHUE MPUMEHSTh MPEIMETHBIC 3HAHUS TPU
pELIEHNHU NMPAKTUYECKHX 3a7a4 U OLICHUBATh MOJTYyYECHHbBIEC PE3YyJIbTAThI;

—  pa3BUTHE YMEHHM MPUMEHSTh W3YUYEHHbIC MOHSATHUS, PE3YJIbTAThl, METOMAbI MJIS
pelieHns 3ajlad MPAKTUYECKOTOo XapakTepa W 3a/lad M3 CMEXHBIX IUCIUIUIMH C
HCIIOJIb30BaHUEM MPU HEOOXOIMMOCTH CIPABOYHBIX MAaTEpHUAIOB, KOMIIBIOTEPA;

—  pa3BUTHE WHHOBAIMOHHON TBOPUYECKOHN NESITEIHLHOCTH OOyYarOUIUXCsS B IpoIecce
perieHus y4eOHbIX 33714,

—  OCO3HAHUWE POJIM TEXHUKU W TEXHOJIOTHH JIJISi IPOTPECCUBHOTO PA3BUTHS OOIIECTBA;
dbopMupOBaHHE  IIEIOCTHOTO  MPEACTABICHUS O  TeXHOC(epe, CYIIHOCTU
TE€XHOJIOTUYECKOU KYJIbTYPBI U KYJIbTYpPbI TPY/1a;

—  OBJIaJICHHE METOJaMHU pEIIEHUsS TBOPUYECKUX 3aJlady, OIEHKH BO3MOXKHOCTEH U

WCIIOJIb30BaHUS CETEBBIX YCTPOMCTB, NPUMEHEHHUE MPAMBIX COCIAWHEHUM MEKIY



yCTPOMCTBaMHM, pa3BEPTHIBAHUS CETEH CBS3H,

—  pa3BUTHE YMEHUW MNPUMEHSITh TEXHOJOTMH TMpPEICTaBICHUs, MpeoOpa3oBaHUS U
UCTIONIb30BaHUsl WHGOPMAIUH, OIEHUBATH BO3MOXKHOCTH W OOJACTH MPUMECHCHUS
cpenctB 1 uHCTpyMeHTOB KT B cOBpeMEHHOM ITPOU3BOJICTBE;

—  pa3BUTHE CIOCOOHOCTHM K HENPEphIBHOMY CaM000pa30BaHUIO, OBJAJCHHUIO
KITIOYCBBIMU KOMIIETCHTHOCTSIMH, COCTaBIISFOIIIUMHU OCHOBY YMCHHUS:
CaMOCTOSITEILHOMY TPHOOPETEHUI0O M HWHTETpalvd 3HAHUM, KOMMYHUKAIIUU H
COTPYOHUYECTBY, 3(PPEKTUBHOMY  pa3pelieHut0  MpoOjeM,  OCO3HAHHOMY
UCIOJIb30BaHUI0  MH(MOPMALMOHHBIX W KOMMYHMKAIIMOHHBIX  TEXHOJIOTHUH,
CaMOOpTaHU3aIMU ¥ CAMOPETYJISIINY;

-  obecnieueHnue nmpodeccoHaIbHON OpUEHTAIIMN 00YYarOIINXCS.

2. Conep:xanne y4eOHOro Kypca

1. Ceru mnepenauyu nganubix. BBoanoe 3anstue. Cerp Murtepuer. [lakeTHbie cetu.
[lepenaua maHHBIX MakKeTHBIM criocoboM. CeTu mepemadn JaHHBIX. Yciuyru B IP-cersx.
Knaccudukanus cereit csizu: or PAN 1o GAN. M3ydeHne 31eMEHTOB CETH Iepeiadn
JTAHHBIX C UCTIOJIb30BaHUEM ceTeBOM HHPpacTpykTyphl kiacca TC. Bunbl cereBoro kadens.
[IpuHIMTBI TOCTpOEHUS ceTer nepeaaun JaHHbIX. [1Inna nanueix. [luna, 3Be31a, KONBIO.
Coenunenue ycTpoicTB uepes koHrieHTpatop (hub). Coenunenue ycTpoilcTB TOUKa-TOYKA.

2. O0opynoBaHMe M TEXHOJIOTMU Nepeaavu JaHHBIX, ceTeBble HHTepdeichl. YPOBHU
OSI. Crexk TCP/IP. KoHuenuusi 3TaJIOHHOM MOJEIN B3aUMOJEHCTBUSA OTKPBITHIX CUCTEM
(OSI). Konuenuus creka TCP/IP. Pacnionoxenue u 3a1aun (pU3MUECKON cpeibl Nepeayu,
Ethernet, IP, TCP, UDP, u npoTokoJi0B IpHKiIagHoro yposus. O0opyaoBaHue nepeaadn
nauueix: I1K, cepBep, xonmentpartop (hub), kommyrtaTop, mapumipyruszatop. CeTeBbie
uHTepdeiicel o0opynoBaHuss W uX mapameTpbl. COOp JaHHBIX O TEXHUYECKHX
XapaKTepUCTHKAX JIEMEHTOB CETH Nepenayu JaHHbIX. Pabota « BusyanbHoe 3HAKOMCTBO €
ceteBoi nHPpacTpykTypoit kiacca TCy»: nzydeHue yCTporuCTB CeTeBOM MHGPACTPYKTYPHI
kiacca TC u aneMeHTOoB, BXOASIIMX B ero coctaB. Pabota «IIporpaMMHOE 3HAKOMCTBO
c ceTeBoil HMH(ppacTpykTypor kiacca TC»: u3ydeHHe NpOrpaMMHOTO OOecreueHus
AJIEMEHTOB KOMIUIEKTa ceTeBOM nHPpacTpykTypsl kiaacca TC.

3. Onepanuonnbie cucteMsbl yactb 1. OC Windows u Linux, ocobenHoctu (aitnoBoit
cucteMbl, mc. Konconpubie komansl. Paborta «JleiicTBus ¢ (aitmamu»: UCTIOIb30BaHNE
KoMaH/ uHTep(derica KOMaHIHOM CTPOKU AJIsl yIpaBiieHus Katanoramu u aitnmamu B OC
Windows u Linux. Pa6ota «IIpaBa goctyma u co3qanue y4eTHON 3alUCH MOJIb30BATENN:
no0aBJIeHHEe HOBOW yUETHOM 3alMCH MOJIb30BaTENs B onepauoHHoil cucreme Windows u
Linux, m3ydyeHue mpaB nocTyna K (aiijjaM B CHCTEMax C MHOTONOJB30BaTEIbCKUM
pPEXKUMOM, HU3yYEHHE BO3MOXKHOCTEH MOBbIIIEHUS TojJHOMouuid. Paborta «YmpaBneHue
poreccamMmm»: u3ydeHue paboThl AUCIETYEpa 3a/1a4 U OCHOBHBIX MPUHIIMIIOB YIIPaBICHHUS
MIPOLIECCAMHU B ONIEPALIMOHHON CHCTEME.



4. OnepauMoHHbIe cUCTEMbI YacTh 2. Pabora «OcHOBHBIE aCIEKThl PaOOTHI B KOHCOJIN:
U3y4eHHE OCHOBHBIX aCIEKTOB paboThl B KOHCOIM KommbioTepa B OC Windows u Linux.
JlaHHBIE O CETEeBBIX MOJKIIOUEHUS X B omepanuoHHol cucteme. Pabora «CeteBbie
yTHIuTEDy: cereBble yruiauThl (ipconfig/ifconfig, ping, traceroute, ip-route, netstat,
nslookup/dig, netsh) B OC Windows u Linux. Pa6ora «OcHOBHBIE acTeKThl pabOTHI B
KOHCOJIM MapIIpyTU3aTOpa»: 3HAKOMCTBO C OCHOBHBIMU TPUHIUINAMH PAOOTHI C
uHTEeppercoM KOMaHAHOW CTPOKH ONEpallMOHHON cHUCTeMbl MapiipyTusaropa. Pabdora
«DNS-KIHeHT»: NpPUMEHEHHUE CIEHHAIN3UPOBAHHBIX MporpamMMm g oTnpaBku DNS
3anpocoB u nonydeHuss DNS 3anuceit. Opranuzanus U NOAKJIIOYEHUE NPOBOJHOU
CeTH Mmepeaayu JaHHbIX. PaboTa «3HAKOMCTBO C MPOBOIHOM CEThIO KOMILJIEKTa CETEBOM
uH(ppacTpykTypsl kiacca TCy»: u3yuyeHue ycTpolcTBa KOMIBIOTEPHBIX CETEH Ha
npumepe IIK, wmapmpyrtuzaropa cepBepa. PaccMoTpeHHe MNpPOBOJAHONW CETU CBS3HU
KOMILJIEKTa ceTeBor nHppacTpykTypsl kiacca TC. M3ydeHne ceTeBbIx Kabeneil 1 CBETOBBIX
WHJIMKAaTOPOB CETEBbIX MHTEP(ECOB, UCMOIB3YEMBIX B CETEBOM MHPPACTPYKTYpE Kiacca
TC nnga mocTpoeHus ceTH Tepenadd JaHHbIX. BeO-cTpanuna BeO-cepBepa KOMILIEKTa
cereBoil mHppacTpyktypsl kiacca TC. PaccMmorpeHue pabOTOCIIOCOOHOCTH CETH MpHU
BBIXOJIE U3 CTPOS JIEMEHTOB KOMIUIEKTa ceTeBoil uHdpacTpykTypsl kiacca TC. U3yuenue
nepenaBaemoil uHpopmanu B IP-cetn. Ctek TCP/IP. Ilonsite ceTeBOro mpoTOKOJIA.
[Tonsarue momenu OSI. Crex nporokosoB TCP/IP. Cpasuenue npotokosioB UDP u TCP.
[Mpuniuner paboTel BeO-cTpanuil. BeO-kmuent. Beb-cepep. Texnomoruun DNS/HTTP.
Nzyuenue yposaeit OSI. Anpecnas nHbopmaiys KaHAIBHOTO, CETEBOTO U TPAHCIIOPTHOTO
ypoBHs. Anpecanusi B nakeTHbix ceTsix. MAC-anpec, IP-ampec, TpaHCHOpPTHBIA MOPT.
[Iporpamma ananu3a nepenaBaeMbix naHHbix Wireshark. PaGora

«3yuenne mnepenaBaemort wuHpopmaruu B IP-cetm»: usydeHue mnpodeccuoHaIbHOTO
WHCTPYMEHTA [IJIsi TiepexBaTa M aHaim3a WHGOpMAIMK, TMepeaBaeéMoOil 10 CETH.
Hcnonb3oBanue QuiibTpaiu JaHHBIX. PaccMoTpeHne npuHIMIOB paboThl BeO-cepBepa U
BEO-KJIMEHTA, a TaKXe MOHATUN AOMEHHOTro uMeHu U npoTokoiaoB DNS u HTTP. PaGora
«M3yuenue ypoBHen OSD»: n3ydyeHue npoTokoJioB, uenodibdyemeix B moaenn OSI na HCT.
[lepexBaT makeToB Mpu OOpallleHuH K BeO-cTpaHuuKke. AHaIU3 cTeKka MpoTokoioB. [Tonck
anapecHol WHQOpPMAIMKM KaHAJBLHOTO, CETEBOr0 W TPAHCHOPTHOTO YpoBHS. M3yuenue
JIAHHBIX, TTIepeaaBaeMbIX B mpoTokosax DNS u HTTP.

5. UHTepHeT MPOTOKOJI U BCIOMOTaTeJIbHbIe NPOTOKOJbL. HTepHeT npoTokon (IP). IP-
aapeca u ux kinaccel. Ipv4 u IPv6. Anpec nmoacetu. Macku mopacerei. Pacder uucia
ycrpoiictB B cetu. IIpotokon ICMP. Ilpunnun paboter mpotokona ARP. Pabota
«IIpotokon IP»: 3HAaKOMCTBO € MNPHUHLMIAMM aApPECallMd U MapLIPyTHU3alMd B CETH
WUuTtepHer, u3zydyeHue rmpoiecca (parmeHTalmu mnaketoB. Pabora «BcromorarenbHblit
MPOTOKOJ CETEBOTO YPOBHs»: 3HAKOMCTBO C MpUHLHUNAMHU padoThl mpoTtokosia ICMP u
HCClieJOBaHUE TPUMEPOB clieHapueB padoThl npoTokoa ICMP. Pabora «IIpotokonsr TCP
u UDPy»: 3nakomctBO ¢ mpuHmumnamu padotsl mporokosoB UDP u TCP, uzyuenue



creHapueB pabOTBl JTHX TIPOTOKOJIOB, a TaKXe CpPaBHEHHWE MPOU3BOIUTEIHLHOCTH
MIPOTOKOJIOB C TIOMOIIBIO YTUIUTHI iperf.

6. Kumenrt-cepBepHasi apxurektypa. Kondurypaumsi cereBbix uHTepdeiicoB H
mapumpyruzannu. |P-anpecanus u konpurypanus |P-angpecoB Ha ceTeBbIX yCTPONCTBAX.
CereBbie unTep(ericel. Konburypauus mapupyruszatopa. Mapmpyruzanus. Hactpoiika
B3aMMOJICUCTBUS HECKOJBKHUX ceTeil. PydyHoe n aBTomMarnueckoe HazHaueHue |P-agpecos.
Pa6ota «/lo6aBnenne 1K B ceth B pyuHom pexkume»: Hactpoiika na [1K aapecanmm mms
paboThI B TPOBOJIHOM CeTH. YKa3zaHUE C MOMOIIbIO Tpaduueckoro uHTepdeiica mporpaMmbl
Wicd - IP-anpeca, cereBoii Mackw, 1niro3a u DNS-cepsepa Ha [TIK. Copoc IP-aapeca Ha I1K,
npoBepKa paboThl CETEBBIX OMOIMOTEK ¢ MOMOLIBIO IPOrpaMMbl gnome-nettool, HacTpoiika
IP-anpeca na I1K ¢ momomisto nporpammel Wicd, cOop uHpopmMaiuu o pabote KaHaIbHOTO
YPOBHSI € MOMOIIbIO YyTUIUT mii-tool u ethtool. Pabota «MapmpyTtuzauus [1IK Tpenaxepar:
n3yueHue Tabiuibl Mapupytusanuu 11K ¢ nomompio rpadgudeckoit mporpaMMbl gnome-
nettool ¥ KOHCOJILHOM KOMaH[bI ip route. YajJeHue W CO3/IaHhE MapIIPyTOB B TaOJIUIIC
MapupyTtu3auuu. [IpoBepka, 4To B yCIOBHAX OTCYTCTBUS MapIIpyTa K CEpBEPY, JaHHBIE K
HEMY HE MepeAaroTcs, MyTeM OTKpPbITUS BeO-cTpaHulbl cepBepa. Paborta «IIpoBogHoe
COEIMHEHUE MEXIy MaplIpyTU3aTOpaMH JBYX KOMIUIEKTOB CETEBBIX HHMPACTPYKTYyp
kiacca TCy»: macmtabupoBaHue Ipu 0ObEIMHEHUN HECKOIBKUX KOMIBIOTEPHBIX CeTeil Ha
npUMeEpe MPOBOJHOIO OOBEIWHEHUS [JBYX CETEBBIX HMHQPACTPYKTYp B OJHY CETb.
[ToaxnroueHne kabens nepeaadr AaHHBIX K Mapupytuszatopy. M3ydeHue npoBoAHON CETH
CBA3M BHE KOMIUIEKTa CETeBOW HH(pacTpyKTypbl. BebO-cTpaHuia BebG-cepBepa Ipyroro
KOMITJIEKTA CeTeBOM MHPPACTPYKTYpbl. DU3NKA COCTUHEHUM.

7. Kondurypauuss cereBoro obdopynoBanms. Ilonarue xmueHT u cepsep. IIporokon
DHCP. Cepsep DHCP. Cepuc nomennnsix umeH (DNS) u padora 6payzepa (HTTP/HTML).
Ceppep DNS. Web-cepep. Kondurypanus ceteBbix nHTEpGEHCOB U MapIIpyTH3aIlid Ha
[IK u mapmpyruzatope. Pabora «Jlo6aBnenue IIK B ceThb B aBTOMAaTHYECKOM PEXKHUME
(DHCP)»: Hactpoitka DHCP-knuenta na I1K qyis aBromatnueckoro nonyyenus [P-aapeca.
Hcnonws3oBanue rpaduueckoro (Wicd) u konconsroro (udhcpc) DHCP-knuenTa. ITouck B
tabnuue Mapmpytuzauuu [IK [P-agpec numo3a ang nepenaun nanHbix. OOHapy)eHUE C
nomotipio yruiautel DNS-3ampocos (dig/nslookup) - IP-agpeca DNS-cepsepa. PaGora
«Hactpoiika coenMHEHHS] MEXIy MapUIpyTH3aTOPOM U CEPBEPOM KOMIUIEKTa CETEBOM
uHppacTpykTypsl kiacca TCx»: [loaxmioueHne K MaplIpyTH3aTOPy C HCIHOJIb30BAaHUEM
DHCP-xmuent nns monyuenus |IP-anpeca na I1K, nactpoiika IP-agpeca na MmapmmpyTtuzarope
quist co3nanus [P-cereit B ctopony cepsepa u 11K. OcyiiecTBieHre npoBepKH JOCTYITHOCTH
MapIIpyTU3aTOpa U CepBepa C MOMOIIBI0 MporpaMMm gnome-nettool u Opaysepa. PabGora
«IIporokon DHCPy»: 3nakoMcTBO ¢ mpuHnunamu padotel mpotokosa DHCP, uzydenue
ClEeHapHueB paboThl MPOTOKOJIA, & TAK)KE 3HAKOMCTBO € pabOTOM M HACTPOMKON KIIMEHTCKUX
Y CEPBEPHBIX NPHUIIOKECHUI.

8. IlpumeHeHHe pa3JIMYHBIX THIOB OecHpoOBOAHBIX ceTeil cBa3u: Pa3Burtue
pagnocBsizu. Cern moaBm:kHoii cBsizum (1-5G). becnpoBoanubie TexHosorun (Wi-Fi).



Oco0eHHOCTH cpeibl IepeAaut Mo pajruoKaHaTy. DBOJIOLUS CUCTEM PaIuOCBI3U. MeTo bl
CKaHUpOBaHUA paguoddupa. OmpenereHne CyHIECTBYIOMUX OECHPOBOIHBIX CETEH.
Amnanoroseie (1G), mudpossie (2G), mudpossie yauBepcanbhbie (3-5G). Cotei, Handover,
Rouming. Wnentudukaroper IMSI u IMEIL Texnonorun Wi-Fi (802.11) u Wi-Max
(802.16). SSID unentudukaropsl. Ilpumensembie Tunsl mudpoBanus. becnpoBoaHbIe
KOMITbIOTEPHBIE C€TU. MOOUIIbHBIE TOUYKHU JOCTYIIA.

9. PaaumorexHosiormu uHTepHera Bemeil. Kondurypauuss oGopyaoBanusi c
npumenennem Wi-Fi gacte 1. [lepconanbubie 6ecripoBoanbie cetu (Bluetooth, ZigBee).
Paguorexunosnorun uatepHeta Bemieit. NFC u RFID. Wi-Fi ceru. IToakmouenue k Wi-Fi
cetu. Hactpoiika 6ecnipoBogHoit Wi-Fi cetn Ha mMapmpyrtuzarope. Opranuzamnusi TOUYKH
noctyna Wi-Fi na cmaprdone. OO0benuHeHne ceTell mepeayn JaHHBIX 10 OSCIPOBOHOM
CBSI3U. becrnpoBOOHOE COEOMHEHHE MEXIy MapIIpyTH3aTOpamu. Y JAJEHHBIA TOCTYN K
KoMmmnbioTepy co cmaptdona mo Wi-Fi cetu. PaGota «3HaKoMCTBO € OECIPOBOJHBIMU
ceteBbiMu  uHTep(deiicamu  Wi-Fi»: Ilomydyenne wuHdopmanuu o OecnpOBOAHBIX
unrepdeiicax Wi-Fi na I1K, mapmpyrusatope u cmaprdone. Pabora

«ITonxmouenue 1K kommiiekta ceteBoit uHppactTpykrypsl kiacca TC mo 6ecnpoBoiHOM
CEeTH K MapIIpyTH3aTOPY»: MOCPEACTBOM OECIPOBOJHOTO COCIWHEHUS OCYIICCTBIISICTCS
MOJIKJTFOUEHHUE K MapIpyTH3aTopy u cMeHa Ha3Banus Wi-Fi cetu (SSID). IMoaxmrouenue [TK
kK Wi-Fi cetu mapmipytuzaropa. [IpoBepka 10CTyTHOCTH MapIIpyTH3aTOPa, C BKIIOYECHHBIM
U BBIKIIFOYCHHBIM TIPOBOJHBIM HMHTepdericom. IIpocmorp B BeO- wuHTEpdeiice
MapIIpyTH3aTOpa CIUCKAa MOJKIIOYEHHBIX K OecrnpoBOJHOM ceTu ycTpoiicTB. Pabota
«becipoBoHOE  TOAKIIOYEHHE CcMapTdoHAa K  MapIIPyTH3ATOPy»: TOIKIIOUYCHHE
MOCPEJICTBOM OECTIPOBOAHOTO COSAMHEHHUS cMmapTgoHa K Mapmpyruszaropy. IIpoBepka
JOCTYITHOCTH MapIIpyTU3aTopa M cepBepa, MyTeM OTKPBITHS CO cMapTdoHa HX BeO-
ctpanutl. I[IpocMoTp naHHBIX B BeO-uHTEepdeiice MapmpyTuzatopa 00 YCTpONCTBAX,
noakitoueHHBIX 110 Wi-Fi. Cmena na3Banus Wi-Fi cetn (SSID).



9. Kondurypamnus odopynoBanus ¢ npumeHenuem Wi-Fi yacts 2. Pabora «HacTpoiika
OecrpoOBOAHON CETH Ha MapIIpyTU3aTOpE KOMIUIEKTa CETeBOM MH(pacTpyKTyphl Kiacca
TC»: nactporika Wi-Fi cetn na mapmpyruzatope. [logkmrouenue I1K k Mapripytuzaropy
no 6ecpoBoiHOM ceTu. Brikimouenue npoBoanoro unrepgeiica Ha [1K. [IpoBepka noctyna
K cepBepy. Pabota «Opranuzanus Touku qoctyna Wi-Fi Ha cmaptdone»: opranuzamnus Wi-
Fi cetu Ha cmaprdone. Ilogkmouenne [IK x cmaprdhony mo Wi-Fi ceru. Ilomydenmue
uHbOpMaIlMu O TOJKIIOYEHHBIX K cMmapTdoHy ycTpoicTBax. Paborta «becnpoBomnoe
COCIMHEHHE MEXJy MapIIpyTU3aTOpaMu JABYX KOMILJIEKTOB CETE€BOM HH(GPACTPYKTYpPbl
kiacca TCy»: macmrabupoBanue npu 00bETMHEHUN HECKOJIbKUX KOMITBIOTEPHBIX CeTel Ha
npuMepe 6ecrpoBOIHOTO 0ObEINHEHUS IBYX KOMILJIEKTOB CETEBO HH(PPACTPYKTYpHI B OJIHY
cetb. PabGota «llomyuenume pgocTyma K cepBepy JApPYyroro KOMIUIEKTa CETEBOM
uH(ppacTpykTypsl kiacca TC 3a cuer 6ecipoBogHoro noaxiatodeHus [1K nmo 6ecnpoBoaHon
CeTU K MapUIpyTU3aTOpy JPYroro KOMIUIEKTa ceTeBOM HHEPpacTpyKTyphl kiacca TCy:
ocyuiecTBiaeHue npsmoro noxakiarodeHus [IK k OecrpoBoHOM ceTH Apyroro KOMIUIEKTa
cereBoit uHPpacTpykTyphl kiacca TC. Pabora «YnaneHHbIA JOCTYyN K KOMIIBIOTEPY CO
cmaptdona no Wi-Fi cetu»: monydyenue noctymna B 6ecripoBoanyto Wi-Fi ceTb KomriekTa
ceteBoil uHGpacTpykTypsl Kiacca TC ¢ nomomipto cmaptdona. Co3nanue ¢aitna Ha [IK ¢
kiroueBbiM ciioBoM. Iloakmrouenune IIK m cmaprdona xk Wi-Fi cetm mapmpyruzaropa.
Otkmouenne Ha IIK mnposogHoro wuntepdeiica. IlpoBepka cBsazu Mexay IIK u
MapupyTH3aTopoM 1o OecrnpoBoanoi cetu. Ckanuposanue 11K cBoero koMmiuiekra cereBou
uHppacTpykTypsl kinacca TC ¢ nomombto cmapTdona u nporpammsl Fing. OcyiectBiienue
yIajeHHoro noakiroueHus u ynpasieHus 1K co cMaptdona ¢ momorisio mporpamm Mobile
SSH mma OC Android (wmm Shelli g 10S). [IpoBepka BO3MOMKHOCTH TMOJTy4YEHUS
undopmaruu u3 Paiina xva [1K, moakmouennom k Wi-Fi cetn.

10. Ilpumenenue texnosoruu Bluetooth. Texnomorus Bluetooth. Ilogkmouenne MK x
cmaptdony mo Bluetooth. TlogkmtoueHne mepCOHANBHBIX YCTPOWCTB K KOMIIBIOTEPY.
[Tpumenenue Bluetooth. Pabora «IlogkmtoueHrne MUKPOKOMITBIOTEpAa K CMapTHOHY IO
Bluetooth»: axtuBammst Bluetooth Ha cmapTdoHe u moakiItOUeHHEe MUKPOKOMIIbIOTEPA K
cmaptpony mno Bluetooth. Pabora «lloakntroyeHne mEpCOHATBHBIX YCTPOWCTB K
KOMIIBIOTEPY»: TMOAKIIOYCHHE CcMapTPoHa WM MepcoHanbHOro ycrpoiictBa k IIK ¢
ucrnosbs3oBanueM TexHojioruu Bluetooth. Pabora «Ilpumenenue Bluetoothy: mogkmouenue
cmaptdona k IIK ¢ ucnonszoBanuem Bluetooth. Tlepenaua daiina ¢ 1K na cmaprdom.
[Tomyuenue nocryna K aitioBoit cucreme cmaptdona ¢ [IK u urenue panee nepenraHHoOTro
daiina.

11. MyJasTHMeauniiHble cepBHCHI U cepBepbl. BBogHoe 3aHsATHE. MynbTHMeEIUiHbBIE
cepBuchl: [P-tenedonus, nepenaya naHHbIX, nepenada Bupeo. [loHsTHE cepBep YCIyT.
[Tonsitue TenedonHoi cranmuu. Buneotpancnsuuu. Buaeo-cepsep. Buneocepsucer. IPTV.
MynbTUMeEIUHBIE CITYKObl MTHOBEHHBIX cooOiieHunii. CoBpeMeHHbIE TexHoyioruu [P-
teneponnn. Texnomoruss VolIP. Ilporokonst RTP wu SIP. Kouuenmus IMS.
Nnentudukatopsr Public u Private Ul. Pabota «Hactpoiika mporpamMmMHoro tenedoHay:



HAacTpoWKa YYeTHOM 3amucu Ha mporpamMMHoM Tenedone s padotel ¢ [P-ATC.
OnpeneneHue ¢ NOMOIIBIO CETEBOIO aHAIM3ATOPa, YCHEHIHO JU MPONUIA PETUCTPALMS
tenedona Ha [IP-ATC. Pa6ota «[logkmouenue IP-tenedona Ha MOOMIIBHOM YCTPOMCTBE K
Wi-Fi cetn komrutekra ceteBoit mHGpacTpykTypsl kiacca TC» : kondurypamus Wi-Fi Ha
Mapuipytusatope u nposepka noctynHoctu IP-ATC ¢ mobunbHoro ycrporictsa. Pabora
«Ananu3 Tpaduka IP-trenedonum». Paborta «IP-ATC Asterisk».

12. Texnonoruu cereBbIX cepBUcOB. IIporpamMmmHo-koHUrypHpyeMble CeTH.
Texnonoruu DNS, HTTP, E-mail. Dnextponnas mourta. CepBep 3JIEKTPOHHON MOYTHI.
3HaKOMCTBO C MpHHIMUIAMU padboTel mpotokona DNS, uzyueHue creHapueB padbOThI
IPOTOKOJIa, a TaKXe 3HAKOMCTBO C pabOTON M HACTPOMKON KIMEHTCKMX M CEpPBEPHBIX
npuiiokeHuil. Pabota «31eKTpoHHas MOYTa»: HACTPOIKa KJIMEHTA AIEKTPOHHON OYTHI

13. TexHoJiorun mnepeaauu, o0padoTku u xpaneHusi AJaHHbIX (LleHTpHI 00padoTKH
JAHHBIX U 00JIaYHble XpaHWInma AaHHbIX). Texnomnorus FTP. IIpotokon HTTP. bazbt
nauHbIX. LleHTpel 00paboTku qanHbix. OOIayHbIe XpaHUIIHINA TaHHbBIX. JloCcTyn K 00JauHbIM
nanueiM. Cetu koHTeHT-mipoBaijepa. Pabora «Ilporokon TFTP»: 3nakoMcTBO ¢
npuHIMnamMu padotel nporokona TFTP, usyuenue cuenapueB pabOThI IPOTOKOJIA, a TAKKE
3HAKOMCTBO C pa0OTOM M HACTPOMKON KIMEHTCKMX W CEpPBEpPHBIX NpHiokeHuil. Pabota
«IIportokon FTP»: 3nakoMcTBO ¢ mnpuHIMNaMu paboTel mpoTokosia FTP, wuzydenue
ClLIEHapueB pabOThI MPOTOKOA, @ TAKKE 3HAKOMCTBO C pa0OTOM M HACTPOUKOU KITMEHTCKUX
U cepBepHbIX npuioxeHuit. Pabota «IIpotokon HTTP»: 3nakoMcTBO ¢ mpuHIIMITAME PaOOTHI
nporokona HTTP, uzyuenue crieHapueB pabOThI TPOTOKOJIA, & TAKKE 3HAKOMCTBO € paboTOH
Y HACTPOMKOW KJIMEHTCKUX U CEPBEPHBIX IPUIIOKEHUN.

14. Texnosorum wu o6opynoBanue cBsizu (IP-reneponusi: ATC, TtenedoHbl,
cmaprgonbl). KoHuemmusi ¥  TeXHOJOrMH WHTepHera Bemeil. TymaHHbIe
(morpaHMYHbIE) BHIYMCICHUS. DBOJIIOIMS YCIYT U TEXHOJIOTHHA CBSI3H. Ycayru cBs3n XIX
u XX Beka. Tenerpad, tenedoH, TeIeBUICHUE, CETU Nepeadn JaHHbIX, (PUKCUpOBaHHAsS U
NOJBMKHAs CB3b. [lakeTHbIE CeTH KaKk OCHOBA ISl cucTeM cBs3M. [lepenava naHHbIX, BUIEO
U peuyd M0 IMakeTHbIM ceTsaMm. lloHsatue MynbrucepBucHON cetw Hadanma XXI Beka.
Texnonorus ontuueckoit cetu PON. CoBmectHoe nmpumeHenne PON u OecnipoBOHOTO
noctyna Wi-Fi. VoIP. IP-tenedon, cmaprdon. IP-ABromarnueckas TeneoHHast CTaHIHS
(IP-ATC). Konuernius uHTepHETa Belei. PagroTexHoaorun nHTepHEeTa Beiei. [IpoTokon
MQTT. ApxurekTypa ceTeBoil UHOPACTPYKTYPhI COBPEMEHHOM CETH C MHTEPHETOM BEIIICH.
TymanHbie (MOrpaHUYHbIE) BEIYUCICHUS JIs1 0OpaObOTKH TaHHBIX.

15. Beoanoe 3ansitue. O030pHBIH Kypc: 00bEKT, CyObeKT, aTaKka, yrpo3a, ysi3BUMOCTb.

[lonsitue  wHGOpMamMOHHOW  Oe30macHOCTH.  VI3ydeHWe  OCHOBHBIX  aCIEKTOB
nHpopmarmonHor Oe3omacHocTu. [loHsATHE aTaku, yrpo3bl, YSI3BUMOCTH, aKTHBA W HX
paznuuns. CrenuanbHbIE pa3felibl MaTeMaTUKH, HCIOJb3yeMble B HH(POPMAIMOHHON
0e30MacHOCTU: MOJYJIbHAsI apu(pMeTUKa, UHTEPHOJSIHUOHHbIE (HOPMYJIIbI, PACHIUPEHHBIN
anroput™ EBKiImnaa, KBaApaTUYHbBIE BHIYETHI.



16. Ku6ep6e3onacHoCTb.

N3ydenne mousaTusi kubepodbesomacHocTH. OCHOBHBIE OTAUYMS KHOEpOE30macHOCTH OT
uHdopmarmonHo Oe3zonacHocTu. [lonarue umdpoBoit artaku. HM3yueHHe OCHOBHBIX
CrOCOOOB  MOJYyYEHUsS]  HECAHKIMOHMPOBAHHOTO JOCTynma K  KOH(UACHIMAIbHOU
uHpopmaiuu. M3ydenne Mmexanu3smMoB KuOepOe30MmacHOCTH.

17. MaTtemaTnuyeckue OCHOBbI KPUIITOJIOTHH.

[Tonsitue kpunronoruu. OCHOBBI Teopuu yucen. [loHsTus Tpynmbl, Kombiia, mois. [lonsaTtue
OTHOIIIEHUSI KBUBAJICHTHOCTH, M30Mopdusma, romomopdusma. I[loHaTre Komiblia KiiaccoB
BbIYEeTOB. [IpUMeHEHHE METOJIOB MAaTeMaTHUYeCKOW KpPUMTOJOTUH B COBPEMEHHOMU
Kpunrorpapuu.

18. Beenenue B kpunrorpaduio.

[Tonsitue kpunrorpadun. Knaccupukamus mmdppo. OnpeneneHue napameTpoB, OCHOBHBIX
cBOMCTB 1 ocobeHHocTel. Kinaccuueckast kpunrorpadus: mmdp Lezaps, mudp Buxenepa,
mmdp [neidepa. [lonstue cummerpuueckoit kpuntorpadpuu. [lonsTue acumMmmeTpudecKon
kpuntorpadpuu. ludpsl 3aMeHbl, NEepecTaHOBKU, MOTOKOBbIE IMHMpbI. [loHsATHE X>311I-
¢byHKUuMH, cBoiicTBa TpeOoBaHUA M ocoOeHHocTH. Kpunrorpaduueckrne NpUMHUTHBBL AJIs
M(poBOM MOAIUCH.

19. OcHoBbI Teopuu uHpopManum B Bonpocax odecneyenuss Ub.



[lonarue konuyecTBeHHOM Mepbl uH(popmaruu. Ilonstue osHrponuu. IloHsTHE
nH()OPMAITMOHHONW CHUCTEeMBI. JIMCKpETHBICE W HEMPEpPhIBHBIC MH(POPMAIMOHHBIC CHCTEMBI.
Cuctempl 3aUTH THPOPMAIIUKA ¢ TOYKH 3PEHUST TEOPUU WHOOPMAITHH.

20. Texnnuyeckue cpeacTBa 3aMUTHI HHPOPMAIIHM.

[lonsitue TexHuuyeckod 3amuThl UHPOpManuu. Knaccudukaiuss TEXHUYECKUX KaHaJIOB
yreuku  uH@opMmanuu.  M3yueHue  CpeAcTB  MPOTUBOACHCTBUS ~ yTE€UKaM IO
3JIEKTPOMArHUTHOMY, BUOPOAKKYCTHUECKOMY U BUJOBOMY KaHaJlaM yT€YKU WH(GOpMAIUH.

21. Ilpuembl o0ecniedyeHUs1 HHPOPMAIMOHHOI 0€30MACHOCTH JJMYHOI0 IPOCTPAHCTBA.

[TonsiTue nepcoHaibHONW MHPOPMALIMOHHON Oe30macHOCTH. AHAJIM3 METOAOB COIMAIbHOMN
uHxKeHepu. M3ydeHue OCHOB MeEpCOHAIbHOM HWHMOPMAIMOHHOW  OE30MacHOCTH.
@opMHpOBaHUE  KOMIIBIOTEPHOHM  3THKA Uil  NPOTUBOJACHUCTBUSL  JCHCTBUSIM
3JIOYMBIILJICHHUKA B IEJISIX TUYHON O€30MaCHOCTH.

22. OCHOBBI BUPYCOJIOTHH.

[TonsiTue  koMmmbroTepHoro  Bupyca. Kiaccudukanus  BpeJOHOCHBIX — IpPOTpamm,
orpeziesieHus, OCHOBHBIE CBOICTBa U ocoOeHHOCTHU. [loHsTHE pe3uaeHTa, TPOSHCKOTO KOHS,
yepBsi. CnocoObl 3apaxeHusi nporpamm. Kiaccudpukanuss aHTUBUPYCHBIX HPOrpamM.
N3yyeHue 0CHOBHBIX CIIOCOOOB MPOTUBOACHCTBUS BUPYCHBIM aTaKaM.

23. IIpodJieMa BUPYCHOT0 3apaKeHNHs U CTPYKTYpPa COBPeMEHHbIX BUPYCOB.

[Ipennoceuiku (pOpMUPOBAHKS W COBEPIICHCTBOBAHUE CHUCTEMBI 3aIllUThl MHGOpPMAIUA B
Poccum, HopMaTUBHBIC M IPABOBBIC aKThI B 00J1aCTH 3aIIUTH HHGopMaliu Poccuu B mepuo
XV-XVII BB. 10 HAIIUX JHEM.

O6pazoBanue Poccuiickoro rocymapctBa. ®opMHUpOBaHHE OPraHOB TOCYIAPCTBEHHOTO
ynpasienns. CKaaapIBaHue 3JIeMeHTOB 3amuThl mHGopmaruu B XV-XVII BB.; mocTOMHCTBA
Y HEeJIOCTaTKU CUCTEMBI 3auiuThl nH(popmanuu B Poccuiickoit ummnepuu B XIX —nau. XX B.;
OcoOeHHOCTM  OpraHu3alu  3alluThl  WMH(QOpMAUMM B COBETCKMA  TEPHOJ;
COBEpUICHCTBOBAHUE CHCTEMBI 3alIUThI rocyaapcrBeHHbIX cekpetoB B CCCP Bo BrOpoO#
1os10BUHE XX B.; HOPMAaTUBHBIE IOKYMEHTBI 110 YCUJIEHUIO POTUBOAEHCTBUSA NHOCTPAHHBIM
TEXHUYECKUM pa3BelKaM, YIYUIIEHHUIO OXpaHbl OOBEKTOB, MPEAOTBPAILICHUIO YTEUKU
uHbOpMaIUHU Yepe3 MyOIUKaIuy 1 Jp.

24. 3akoHoaaTe/IbHAsl U HOPMaTUBHAs 0a3bl N0 MHGOPMALMOHHOI (€30MACHOCTH.

bazoBbie 3akoHBI B oOjacTh HMHGPOPMAIMOHHON OE€30MaCHOCTH, 3allUThl HH(pOpPMAIIUH,
nHpopMaImoHHBIX TexHojorui. [lonstue TtaitHel. OcHOBHBIE BHIBI TaiiH. Komekcsi,
BKJIIOYAIOIIME B C€0s MPABOBBIE BOMPOCHI 3aIIUTHI OXPAHSIEMOUN 3aKOHOM TaHBI.

25. OcHOBHbIE MOHATHS U MPAKTHKA NMPUMeHeHHs1 3aKOHA 0 rOCyJapCTBEHHOI TaliHe.
3akoH P® «O rocynapctBeHHOM TaitHe». OCHOBHbIE MOHATHA. [[pUHIMIIBI 3aCEKPEUNBAHUS



Y pPacCEKpEUNBAHMS CBEACHUM, COCTABIAIOIINX IOCYIapCTBEHHYIO TalHy. [[omycK u 1oCcTyn
K CBEJCHHUSIM, COCTABISIOIIMX FOCYIAPCTBEHHYIO TalHy. JIMIIEH3MpOBaHME NEATEIBHOCTH
NPEANPUATUNA B BOIIPOCAX TOCYAAPCTBEHHOW TAlHBI.

26. Kommepueckasi TaiiHa HA NPeANPUSITUH.

OcHoBHBIE TOHATHA. Pexxum KoMMmepueckod TaitHbl. IIpegocTaBiieHME CBEICHUH,
COCTaBJSIIOIIMX KOMMEpUYECKyro TahHy. IIpaBonmpuMeHEHHE TIOJOXKEHUW 3aKkoHAa O
KOMMEPUYECKON TalHE HA MPEAIPUATHH.

27. IlpaBoBbIe BONPOCHI 3a1UTHI NEPCOHAIbHBIX JAHHBIX.

HOpMaTI/IBHaSI AJOKYMCHTALIUA B obOmacTn 3allIUThI IICPCOHAJIBHBIX JaHHBIX.
HpaBOHpI/IMGHeHI/IC MOJI0KCHU I HOPMATHUBHBIX JOKYMCHTOB B YCIOBHAX IIPCAIIPHUATHUA.
BOHpOCLI 3dlIUTBI IICPCOHAJIBHBIX AOAdHHBIX B Cy,Z[C6HOM IMOPAIKE. Onucanue NOJUTUKU
3aIIUTHI IICPCOHAJIBHBIX AAHHBIX U OPTaHU3allMOHHBIX MCP I10 UX 3aIIUTC.

28. Opranu3auMoOHHbIE BONPOCHI 3a1UTHI HH(POPMALMHU HA NPEeANPUITHH.

OcHOBHBIE BHUJBI Yrpo3 HHGOPMAIMOHHON 0€30MacHOCTH. 30HBI OE30MACHOCTH.
Opranuzanusi oxpaHbl mnpeanpusTus. Buabl oxpaHbl. BHYTpHOOBEKTOBBIM pexUM Ha
npeanpustuu. [lpuem Ha paboTy mepcoHana u paboTa C MOCTOSHHBIMH COTPYIHHUKAMH.
3amura nHdopmanuu npu padote co CMU u nipu pexnamuoit nesrenbHocTH. OpraHuzaius
coBelanuii 1 koHpepeHuuit. Moaenu yrpo3 nHGoOpMaMOHHON OE30MaCHOCTH.



29. JluneH3upoBaHHe BHAOB /AeATEJbHOCTH B 00J1aCTH 3alIMTHI HHEPOPMALMHU.
['ocynapcTBeHHass cuUCTeMa JIMIEH3UPOBAHUS M CEPTUPHUKALUU CPEACTB  3alUTHI
uHpopMmanuu B Poccuiickoii @enepanuu. Oprausl JULEH3UPOBAHUS U CEPTUPUKALUHU, UX
3a1a4uu 1 GyHKIUU. OTBETCTBEHHOCTb 3a IPABOHAPYLIEHUSI B 00JIaCTH 31U Thl UH(OpMaLIUK.
OcHoBHBbIE paBOHapyIIeHUA B chepe 6e30macHOCTH HHGOPMAIIUU OTPAHUYEHHOTO JOCTYTIA,
HE OTHOCSIIIENCS K TOCYAAPCTBEHHOW TAMHE.

30. MexnynapoaHasi nHGopMauHOHHAS 0€30MACHOCTD.

[IpaBoBbie OCHOBBI HMH(pOpManMoHHOW Oe3zonmacHocTH B crpaHax EBpombi, CILA, Asuwm.
['ocynapctBenHoe perynupoBaHue (yHkimonupoBanus cetd WurepHer. HanuonanbHas
3alMTa KOMMEPYECKOM M TOCYJIapCTBEHHOM TailHbl. 3aKOHOAATEILCTBO B 00JacTH
KOMITBIOTEPHBIX MPECTYILJICHUH.

31. CprKTprI BBIYUCJIUTEIbHBIX ceTeidl. OCHOBHbIE NOHATHA M onpeaejacHust B
CUCTEMAX pasrpaHUH4YC€HUsI U KOHTPOJA A0CTyIIA.

[ToHsiTUE BBIYUCIUTEILHOU CETH. 3ydeHHe OCHOBHBIX TOMOJIOTHM ceTu. W3yueHue
ctpykTypsl mozenn OSI. [ToHsTHE cHCTEMBI pa3rpaHUYEHNs U KOHTPOJIA JocTyna. Moaenu
pa3rpaHuyYeHUs TOCTyMa.

32. OcHOBHBIE ceTeBbIe MPOTOKOJIbI 0€30MACHOCTH.

[Tonarue texnonorun VPN. MU3yuenne npotokonoB PPP, PPTP, L2TP, IPSec. IIpoTtokon
Kerberos. ITpotokosiel PAP u CHAP. [Ipotokon RADIUS. Apxutektypa npotokoiia [PSec.

33. AyreHTH(UKANNS: ONIPe/ieIeHNsl, CBOIICTBA, TPeOOBaAHMS.

[Tonsitue MuHOTO(DaKTOPHOM ayTeHTU(DUKAIINHN, CBONCTBA, TpUMEpHI. JIokanpHas U yaaneHHas
ayTeHTU(UKalUs, OCHOBHbIE OCOOCHHOCTM ©  cBoucTBa. [loHsTHE  TpOTOKOJIA
ayrentudukanuu. [IpoTokomnsl ayreHTHGUKAIMKA 0€3 pas3rialleHus.

34. be30nacHOCTH B ABTOMATU3MPOBAHHBIX HH()OPMALMOHHBIX CHCTEMAX.

[TonsiTue aBTOMATU3UPOBAHHON CHUCTeMBbL. CTPyKTypa CHUCTEMBI 3alUThl HH(POpPMAIUU
aBTOMATU3UPOBAHHOM crcTeMbl. CHCTEMBI 3a1TUTHI MH()OPMAITUK OT HECAHKITMOHUPOBAHHOTO
nocryna (SecretNet, DallasLock).

35. CpeacTBa MOHMTOPHHIA BHIYMCJIUTEIBHBIX CETEN.

[lonsitue cucrembl OOHApyX eHUs BTOp)KeHUU. V3ydeHue ckaHepoB O€30MaCHOCTU
(XSpaider, Ckanep-BC, nmap). TectupoBaHue JOKaIbHON BBIYMCIUTEIBHON CETH Ha
npoHUKHOBeHUE. 3yueHrne MeTo10B «0eI0ro» U «4epHOro» SIIUKOB.

36. MyJabTHAT€eHTHbIE CUCTEMBI - IOHATHE, CTPYKTYpa U Tunbl. [Ipumepsr MAC.



AHanu3 ysS3BUMOCTEH, yrpo3 U aTak Ha nHpopMannoHuyto 6e3onacHocts MAC. [Ipo6iemsl
uHpopmarmonnon 6ezonacHoctTt MAC. [loaxoap! K UX pelIeHUIo.

Bompocsr nadopmarmonnoit 6e3omacaoctu MAC. Ysazsumoctn MAC. Ataku nHa Ub MAC,
npuszHaku atak Ha Mb. Metonsl obecnieuenuss b MAC. Metoasl oOHapy»KeHHs aTak.

MeTonpl MPOTHUBOACHCTBUSA aTakaM. Ilogxoabl K OIIGHKE MPUMEHHMOCTH METOJIOB
ob6ecneuenuss Ub MAC.

AnTropuTMBI 6€3011aCHOT0 B3auMoiecTBUsl areHToB B MAC, OAXO0AbI M CPeICTBa KOHTPOJIS
nokazarese 3¢ hekTuBHOCTH PyHKIIMOHUpOoBaHUI MAC u obecrieueHus nHGOPMAIMOHHON
oe3onacHoct MAC.

Konnenmus obecnieuenus nadopManronHoi 6e3onacHoct B MAC, 000011IeHHbIE MOJIETH
3alMILEHHOTO WH()OPMAIMOHHOTO  B3aWMOJICHCTBUSI. Knaccudukanus  Tumos
JNEeCTPYKTUBHOTO HHQOpMarmoHHoro BozjaeiictBus Ha MAC. YactHele mnpumepsl
obOecrieueHns MHGOPMALMOHHOM 0€30MacHOCTM B pas3nuyHbix peanuzauusax MAC.
ANTOPUTMBI  3aIIMUIEHHOTO  MH(OpPMAMOHHOrO  B3auMojeWcTBHs.  [IpoTokos
OecnipoBoIHOM cBsi3U. PacnipesenieHHas MpoBepKa KauecTBa TaHHBIX.

37. UuTe/lIekTyaIbHbIe MeTOIbI ynpaBJjeHusst MAC.

Metonpel camoopraHu3auuy pacHpeleieHHbIX CUCTEM. METOapl HMHTEIEKTYalbHOTO
ynpasiaenuss MAC. Cmemannble crparernu ynpasieHusa. PoeBoit mHremmekrt. IIpumepsl
npumeHeHus. Paspabortka cuenapueB npumenerust MAC. [Ipoexktupoanne MAC.

38. OcHoBbI pyHKIIMOHAIbHOM 0e30macHocTu MAC.

Konnenuus ¢yHkinuonanbHol Oe3onacHOCTU. OCHOBHbBIE MOHSITHS, MOKa3aTeld, METOIbI
obecnieuenusa ¢yHkunoHanbHo Oe3zonacHocth MAC. Ilpumepsl. HopmaTuBHO-TIpaBoBas
OCHOB

39. MoaenupoBaHue 1ecCTPYKTUBHOT0 Bo3aeiicTBust Ha MAC.

OCHOBBI MaTeMaTUYECKOTO0 MOJICIMPOBaHMs. BBeieHNE B UMUTAIIMOHHOE MOJCIIMPOBAHMUE.
NHCTpyMEHTBl UMHUTAIMOHHOTO MojenupoBanusa. MoaenupoBanue MAC. [lnanupoBanue
skcniepuMeHTOB. [Toctpoenue moneneit MAC.



6. [loypouHoe MJIaHUpPOBaHUE

Ne \ Tewmbl \ KonungecTBo yacos
1. TexHoJioruu nMepeaavm JaHHBIX U MPOBOAHBIX ceTei
1. | Cerun nepenayu JaHHBIX 1
2. | Ob6opymoBaHHE U TEXHOJIOTHH MepEavn JaHHBIX. 1
3. | CereBbie unTepdencol 1
4. | CereBble uHTEp(DEUCHI 1
5. | OnepanoHHbIE CUCTEMBI 1
6. | Opranusanus u NOAKIIOYEHUE IPOBOIHON CETH 1
nepeaaun JaHHBIX
HHTEepHET MPOTOKOJI M BCIIOMOTATEIbHBIE TIPOTOKOIBI | 1
8. | UuTepHeT MpOoTOKOJI U BCIIOMOTaTeIbHbIE MPOTOKOIBl | 1
9. | Kondurypanus cereBbix uHTEpHENCOB U 1
MapHIpyTH3aIUU
10. | Kondurypanus cereBoro o0opynoBanus 1
2. TexHoJiornu 0ecrpoOBOIHBIX ceTel
11. | IlpumeHenue pa3IUYHBIX TUTIOB O€CTIpOBOAHBIX ceTeir | 1
cBs3u: PazBuTtue pagnocsssu
12. | Cetn moaBrkHOM cBs3u (1-5G) 1
13. | Cetn monBmxHOM cBsi3u (1-5G) 1
14. | becripoBoaubie TexHoIoTHN (Wi-Fi) 1
15. | becripoBoanbie TexHooruu (Wi-Fi) 1
16. | PamnoTexHONIOrMY HHTEPHETA BEIICH 1
17. | PanuoTexXHOJOTMU HHTEPHETA BeIeh 1
18. | Kondurypamus obopynoanus ¢ npumenennem Wi-Fi | 1
19. | Koudurypanus obopynoBanus ¢ npumenennem Wi-Fi | 1
3. CeTeBbl€ CEPBUCHI
20. | MynbTUMEIUIHBIE CEPBUCHI U CEPBEPHI 1
21. | TexHOJIOTHH CETEBBIX CEPBUCOB 1
22. | TexHOJIOTUU CETEBBIX CEPBUCOB 1
23. | IIporpaMmMHO-KOH(GUTYpPHUPYEMBIE CETH 1




24. | TexHonoruu nepenadn, 00pabOTKH U XpaHCHUS 1
naHHbIX (LleHTphl 00pabOTKM JaHHBIX U 00JIAYHbBIC
XpaHUJIUIIA TAHHBIX )

4. KoHBepreHTHbIE CETH

25. | TexHonoruu u 000PYyJ0BaHUE CBS3U 1

26. | TexHonmoruu u 060pyIOBaHUE CBSA3H 1

27. | IP-tenedonusi: ATC, renedonsl, cMapTHOHBI 1

28. | KoHuenuus 1 TeXHOJIOTMH UHTEPHETA Belle 1

29. | Tymannble (MOrpaHUYHbBIE) BHIYUCICHUS 1

5. BBenenue B mHGOpMaMOHHYIO 0€30MIACHOCTH
30. | 3HaKOMCTBO C MOHATHIMHU: "00BEKT", "CyOBeKT", 1
"araka", "yrposa", "yqa3BUMOCTB .
31. | Kubepbe3zonacHOCTh 1
32. | Marematu4eckie OCHOBBI KPUITOJIOTHH 1
33. | Marematuyeckue OCHOBBI KPUIITOJIOTHU 1
34. | Beegenue B kpuntorpaduio 1
35. | Beenenwue B kpunrorpaduio 1
36. | OcHoBBI Teopun HHGOPMAITUU B BOTIPOCAX 1
obOecnieueHus: MHPOPMAITMOHHON 6€301aCHOCTH
37. | TexHudecKkue CpecTBa 3aMUTH HHPOPMAITHH 1
38. | IIpuemsr obecnieueHmst THPOPMAITHOHHOM 1
0€30MMacHOCTH JIMYHOTO MPOCTPAHCTBA
39. | OCHOBBI BUPYCOJIOTUHU 1
6. [IpaBoBbIe acneKThI HHPOPMANIMOHHOI 6€30MACHOCTH
40. | [Ipeanochuiku (OpMUPOBAHUS U COBEpIIEHCTBOBaHUE | 1
CUCTEMBI 3aIUThl HHpOopMaruu B Poccun,
HOPMATHBHBIC 1 TTPABOBBIC aKThI B 00JIACTH 3aIIUTHI
uHdopmaruu Poccuu B nepuon XV-XVII BB. 10
HalIux JHeH

41. | 3akoHOomaTeNbHAs U HOPMATHUBHAS Oa3bl 110 1
nH(OPMAITMOHHON O€30MTaCHOCTH

42. | OcHOBHBIE TIOHSTHS U MPAKTHKA TPUMEHEHUs 3aKkoHa 0 | 1
rOCyJapCTBEHHOU TaHE

43. | Kommepueckas TaiiHa Ha TPeANpUITHU 1

44, | [IpaBoBbIE BONPOCHI 3AIIUTHI IEPCOHAIBHBIX TaHHBIX 1




45.

OpraHu3aiMoHHbIE BOMTPOCHI 3alIUThl UHPOpPMALIUK Ha
NPEANPUITUN

46. | JIunieH3upoBaHUE BUIOB JEATECIBHOCTH B 00JACTH
3aIUTHl HTHGOPMAITIH
47. | MexnayHapoHasi ”HpOpMaIMOHHAasE 0€30MacCHOCTb

7. DJIeMeHThI CeTeBOI 0€30MACHOCTH

48. | CTpyKTypbl BEIYMCIUTEIbHBIX CETEH

49. | CTpyKTypbl BEIYHCIUTEIbHBIX CETEH

50. | OcHOBHBIE MOHATHS U OMPEECICHUS B CUCTEMAaX
pasrpaHUYCHHS M KOHTPOJISI TOCTYTIA

51. | OcHOBHBIE CETEBBIEC MPOTOKOJIBI OE€30MACHOCTH

52. | OCHOBHBIE CETEBBIC MMPOTOKOJIBI 0€30MTACHOCTH

53. | AyreHTuduKaIus: onpeaeieHus, CBOUCTBA,
TpeOOBaHUS

54. | bezonacHOCTh B aBTOMATHU3UPOBAHHBIX
WH()OPMAITMOHHBIX CHCTEMaX

55. | CpeacTtBa MOHMTOPUHTA BHIYMCIUTEIBHBIX CETEH

8. Be3onacHocTh MyJbTHATreHTHBIX cucTeM (MAC)

56. | AHanu3 ysI3BUMOCTEH, yrpo3 U aTak Ha
uH(popmamonHyto 0e3onacHocte MAC

57. | Ilpo6aembr nndopmanronnoi 6e3onacnoctu MAC.
IToaxoapl K UX PEHICHUIO

58. | AnroputMbI 6€3011aCHOTO B3aMMOJICHCTBHUS areéHTOB B
MAC

59. | Ilogxomapl U cpeacTBa KOHTPOJIS MOKa3aTeen
abdextuBHOCTH QyHKUHOHUpOoBaHUs MAC

60. | MHTennextyanbHbie MeToAb yripaBienus MAC

61. | OcHoBel pyHKITMOHATEHOM O6e30macHOocT MAC

62. | MoaenupoBaHue 1eCTPYKTUBHOTO BO3ICHCTBUS HA
MAC

63. | MoaenupoBaHue 1eCTPYKTUBHOTO BO3/ICHCTBUS Ha
MAC

64. | MoaenupoBaHu€ IECTPYKTUBHOTO BO3JACHCTBHS Ha

MAC




